On an elliptic curve, the degree of an isogeny corresponds essentially to the degrees of the polynomial expressions involved in its application. The multiplication-by-map [ ] has degree 2 , therefore the complexity to directly evaluate [ ](P ) is O(
Introduction
Given an elliptic curve E/K, together with a point P ∈ E(K) and an integer k, the efficient computation of the scalar multiple [k]P is central in elliptic curve cryptography. Many ways to speed up this computation have been actively researched. For instance, one can cite
• the use of alternative representations for the scalar multiple k (non-adjacent forms [MO90, CMO97, TYW04] , ternary/binary approach [CJLM05] , or the Dual Base Number System [DJM99, CS05] ).
• the improvement of existing operations by use of other systems of coordinates (projective , weighted projective [CMO98] ) and the introduction of new basic operations like [2]P ± Q, [3]P , [3]P ± Q, [4]P , [4P ] ± Q (see [CJLM05, DIM05] ).
• the use of endomorphisms (first on a singular curve that appeared to be insecure [MV90] , later with Koblitz curves [Kob92, Sol00, Lan05] and GLV curves [GLV01, CLSQ03] ).
See [ACD + 05, chaps. 9, 13, and 15] and [HMV03] for a more comprehensive description of all the techniques involved.
The purpose of this article is to investigate new and more efficient ways to compute the multiplication-by-map. Our method relies on the use of isogenies but is different from the one developped in [BJ03] . Indeed, given an integer 2, it is possible in some cases and for well chosen families of curves to split the map [ ] as the product of two isogenies. A direct computation of [ ]P involves the evaluation of rational polynomials of degree 2 . The interest of this approach is that the isogenies ϕ andφ such that [ ] =φϕ will be both of degree . Therefore it should be possible to obtain more efficient formulas to compute [ ] this way. We investigate this idea for small values of , especially 2 and 3 and obtain a more efficient tripling leading to a very fast scalar multiplication algorithm.
Splitting Multiplication by
In this section we describe the definitions and background results for existence and construction of an -isogeny ϕ such that [ ] =φϕ.
Subgroup (Schemes) Defined over K
Let E be an elliptic curve over a field K, with defining equation F (x, y) = y 2 + (a 1 x + a 3 )y − (x 3 + a 2 x 2 + a 4 x + a 6 ) = 0.
We give an elementary background on concepts and conditions for torsion subgroups to be defined over the base field K.
Definition 2.1. Let N be an integer greater than 1 and let E[N ] be the group of N -torsion points in K. A torsion subgroup G of E[N ] is said to be defined over K or to be K-rational if G\{O} is the zero set of a finite set of polynomials
A torsion subgroup can be specified by two polynomials, one of which is the polynomial ψ G (x) whose roots are the x-coordinates of the points P = (x, y) in G. If N is odd, then this polynomial suffices to define the torsion subgroup. If N is even, then the full ideal of polynomials which have zeros on G cannot be specified as a single polynomial in x. As an example, if G = {O, (x 0 , y 0 )}, where (x 0 , y 0 ) is a 2-torsion point, then G is determined as the zero set of the polynomial x − x 0 , but both y − y 0 and 2y + a 1 x + a 3 are zero on {(x 0 , y 0 )}, but are not in the ideal (x − x 0 ).
From the odd case, we see that the condition for a subgroup to be K-rational is not that the points have coefficients in K, but that the symmetric functions in these coefficients must lie in K. Since every finite subgroup G of E K is the kernel of an isogeny ϕ G : E → E , the question of whether the subgroup can be defined over K, is related to the K-rationality of the isogeny ϕ G . The following classical theorem states that these concepts are equivalent.
These corollaries permit us to find a product decomposition for any isogeny, or its defining kernel subgroup, into scalar multiplications [ ] (determined by E[ ]) and isogenies of prime degree (given by a rational subgroup G of order ), for primes dividing the degree of the isogeny. Since efficient algorithms for scalar multiplication [ ] by small primes have been well-investigated, in the next section we focus on isogenies of prime order which "split" the isogeny [ ] into a product of isogenies ϕ andφ.
Parameterizations of Cyclic -Torsion Subgroups
The theory of modular curves gives a means of achieving explicit parameterizations of families of elliptic curves with the structure of an isogeny of degree . We describe the general background to this construction to motivate the examples.
It is well-known that the j-invariant of an elliptic curve E over any field K determines the isomorphism class of that curve over K. Conversely, any value j = 0, 12 3 is the j-invariant of an elliptic curve
The j-invariant can be identified with a generator of the function field K X(1) of the modular curve X(1), classifying elliptic curves up to isomorphism. We view the above equation E j as a family of elliptic curves over the "j-line" X(1)\{0, 1, ∞} ∼ = A 1 \{0, 1}. In order to determine similar models for elliptic curves which admits an -isogeny, or equivalently a K-rational cyclic subgroup G of E[ ], we use the modular curves X 0 ( ) covering X(1).
For the values = 2, 3, 5, 7, and 13 the curve X 0 ( ) has genus 0, which means that there exists a modular function u on X 0 ( ) such that K X 0 ( ) = K(u). The covering X 0 ( ) → X(1) is determined by an inclusion of function fields K X(1) → K X 0 ( ) , which means that we can express j as a rational function in u.
For the above values of , we may use quotients of the Dedekind η function on the upper half plane
where r = 24/ gcd(12, − 1) and q = exp(2πiτ ), to find a relation with the q-expansion j(q) for the j-function to solve for the expression for the j-function. Substituting into the above equations we then twist the curve or make a change of variables to simplify the resulting equation to obtain the models for which the -torsion contains a parameterized rational subgroup of order (over K(u) or over K for any particular value of u in K). The models used in the isogeny decompositions which follow may be derived by this technique, with the kernel polynomial determined by factorization of the -division polynomial of this curve.
Parameterized Models
Applying these ideas, we have built families of curves for which [2] or [3] splits into 2 isogenies of degree respectively 2 and 3. For instance, an elliptic curve defined over a field of characteristic different from 2 and 3 with a rational 3-torsion subgroup can be expressed in the form (up to twists):
with the 3-torsion subgroup defined by x = 0; we note that the curve E does not necessarily have a point of order 3. The image curve, under a certain 3-isogeny to be specified below, is defined by an equation:
Note that the same thing holds in characteristic 2. In fact, an elliptic curve with a rational 3-torsion subgroup can be expressed in the form (up to twists):
It has a rational 3-torsion subgroup defined by x = 0. The image curve is defined by an equation:
Explicit formulas of the curves and isogenies to split [2] in characteristic greater than 2 and to split [3] in characteristic greater than 3 can be found in Section 3.
On Special Versus Generic Elliptic Curves
Since we propose curves of a particular form, it is relevant to make a distinction between curves of a special form and generic curves.
A family of elliptic curves is a parameterized equation of different elliptic curves E/K(u 1 , . . . , u t ) in indeterminates u 1 , . . . , u t . We say that a family of elliptic curves is geometrically special if, for (u 1 , . . . , u t ) ∈ K n , there exists a finite set of j-invariants of curves in the family. Otherwise, we say that the family is geometrically general. Standard examples of families are the family of elliptic curves y 2 = x 3 + ax + b, over K(a, b) which is geometrically general, or the family of Koblitz curves y 2 + xy = x 3 + ax 2 + 1 over F 2 (a) which are geometrically special.
Any family of curves obtained by the CM construction are geometrically special because there exists only a finite set of j-invariants for each fixed discriminant D. Even if D is allowed to vary, in practice there are only a finite set of candidates D with |D| bounded by the time to compute a class polynomial for D. Similarly, any family of supersingular elliptic curves is geometrically special, since there are only finitely many j-invariants of supersingular elliptic curves.
The curves that we introduce lie in geometrically general families because their invariants give infinitely many j-invariants j = j(u), and conversely, every j-invariant arises as j(u) for some u in K.
We say that a family is arithmetically special if the properties of the curves in the family are in some way special with respect to a random curve over K. This is more imprecise, but to make it more precise one should speak of an arithmetic invariant, like group order or discriminant of the endomorphism ring which can distinguish curves in the family and those outside of it. Every special construction will be arithmetically special. For instance, Jao et al. [JMV05] observe that curves produced by CM construction are arithmetically special and distinguished by properties of the discriminant of their endomorphism rings. By construction we build curves that are arithmetically special, since they all have a cyclic -isogeny. In contrast, a curve over a finite field has a 50% chance of such a rational -isogeny, and a curve with such a rational isogeny over a number field is exceptional. Supersingular elliptic curves are arithmetically special with respect to existence of rational isogenies: over a finite degree extension L/K, all + 1 cyclic -isogenies for all become simultaneously L-rational.
Despite the fact that our families have arithmetically special -torsion, by virtue of the criterion by which they are constructed, for any prime n = , the n-torsion and n-isogenies follow the general behavior, and we have no reason to expect any special properties of the group orders |E(K)| for curves in our families, apart from the potential factors of which arise.
Efficiently Applicable Isogenies
Let us investigate at present how the multiplications by [2] and [3] can be efficiently split as a product of 2 isogenies in practice.
Elliptic Curves with Degree 2 Isogenies
An elliptic curve defined over a field F q of characteristic = 2 with a rational 2-torsion subgroup can be expressed in the form (up to twists):
with a 2-torsion point (0, 0). The corresponding isogeny of degree 2 is:
to an image curve defined by an equation:
The isogeny dual to the first isogeny is given by
The composition of these maps gives the multiplication-by-2 map on E. A general quadratic twist of E can be put in the standard Weierstraß form by a change of variables (x, y) to (x − λu/3, y):
, over any field of characteristic different form 2 or 3. Conversely, the elliptic curve 
The number of elementary operations needed to obtain (X 2 , Y 2 , Z 2 , Z 2 2 ) is thus 5M + 4S, where M and S respectively denotes the cost of a multiplication and a squaring in the field F q . However, if u is chosen so that a multiplication by u is negligible, the costs for a doubling drop to 3M + 4S. Note that it is sufficient to choose u to fit in a word, or to have a low Hamming weight representation in order to achieve this property. Clearly, the number of suitable values of u for a given p is extremely large and therefore this assumption has a limited impact on the rest of the system. Note also that the fastest system of coordinates for doubling corresponds to modified Jacobian coordinates J m (see for instance [CMO98] 
Indeed, to perform a double on the curve y 2 = x 3 +ax+b, one needs only 4M+4S. It is to be noted that choosing a special value for a does not change the overall complexity, except when a = −3. Note that in that particular case, Bernstein showed how to perform a doubling in Jacobian coordinates using 3M + 5S. His method also saves one field reduction [Ber01] . The addition J m + J m = J m needs 13M + 6S whereas the mixed addition J m + A = J m only 9M + 5S. Again this complexity is independent of the value of the parameters so that no advantage can be obtained from a special choice of a curve in modified Jacobian coordinates. Now, let us give addition formulas for LD m . We will only address the mixed coordinates case, since it is the most important in practice. So let (
2 ) in J m be two points on E. Again it is a simple exercise to check that (X 3 , Y 3 , Z 3 , Z 2 3 ) is given that:
These computations require 9M + 3S if a multiplication by u is negligible. So, choosing a special value for u provides an improvement and makes modified López-Dahab coordinates faster than modified Jacobian coordinates. At present let us generalize the concept to the multiplication-by-[3] map.
Elliptic Curves with Degree 3 Isogenies
As mentioned earlier, an elliptic curve defined over a field of characteristic different from 2 and 3 with a rational 3-torsion subgroup can be expressed in the form (up to twists):
with the 3-torsion subgroup defined by x = 0; we note that the curve E does not necessarily have a point of order 3. The corresponding isogeny of degree 3 is:
The image curve is defined by an equation:
which subsequently has a 3-torsion subgroup defined by x = 0, defining the kernel of the dual isogeny. This isogeny takes form
The composition of these maps gives the multiplication-by-3 map on E. A general quadratic twist of E can be put in the standard Weierstraß form by a change of variables (x, y) to (x − λu, y):
Conversely, the elliptic curve
2 ). The corresponding values for (λ, u) are determined by λ = −3b(u − 2)/ a(2u 2 − 6u + 3) , where u is a root of the quartic polynomial 6912u(u − 2)
3 − j(4u − 9).
Effective scalar multiplication by splitting [3].
As above, to take advantage of this splitting, we will use weighted projective coordinates. More precisely let us represent the affine point
) where
and y 1 = Y 1 /Z 3 1 . These coordinates are called new Jacobian and are denoted by J n . We will also describe doublings and mixed additions for this system. The term Z 2 1 will contribute to make the mixed addition more efficient. First let us give the formulas to compute [3]P 1 = (X 3 , Y 3 , Z 3 , Z 2 3 ):
It is easy to see that 6M + 6S are needed to obtain [3]P 1 in J n when u is suitably chosen so that a multiplication by u is negligible. Otherwise, 8M+6S are necessary. Now let us see how a doubling can be efficiently obtained in that system. In fact, it is sufficient to slightly modify the formulas existing for Jacobian coordinates. We have:
Thus a doubling in J n requires 4M + 5S as long as we neglect multiplications by u, otherwise a doubling can be obtained with 6M + 4S.
Finally, let us detail the addition of an affine point (X 1 , Y 1 , 1) and a point (X 2 , Y 2 , Z 2 , Z 2 2 ) in J n . Again, they slightly differ from the ones for the addition in Jacobian coordinates, see [ACD + 05] .
In total, one needs 8M + 3S to compute an addition. If u is a random element in the field, then an extra multiplication is required. Note that the extra element Z 2 2 in J n allows to save one squaring in the addition above.
Comparison with other algorithms. Direct tripling formulas have been introduced by Ciet et al. [CJLM05] . The general idea is to avoid computing intermediate values for the doubling. This allows to get rid of one inversion at the cost of more multiplications. Recently, Dimitrov et al. succeeded in totally avoid using inversions [DIM05] . Usually, no special value for the parameters of the curve is considered, probably because this has a limited impact anyway on the complexity of the operations. In our case, important savings can be made if the parameter u of the curve is specially chosen, as suggested by the next Equation
Note also that there exist formulas to directly compute [2]P ± Q and [3]P ± Q with respectively I + 9M + 2S and 2I + 9M + 3S; see [CJLM05] for details. Since we have a very efficient tripling algorithm, it is natural to consider the expansion of k in base 3 leading to a "triple and add algorithm" as well as other generalizations, like expansions in non-adjacent form. We discuss this at present.
Non-adjacent Forms for -Adic Expansions
Given two integers k and 2, it is well-known that k can be expressed in a unique way in base . For computer applications, is usually chosen to be 2 or a power of 2. In the context of multiplication and of exponentiation/scalar multiplication other representations have been considered, for instance the binary non-adjacent form and width-w non-adjacent form, respectively denoted by NAF and NAF w , see [ACD + 05]. Recently, Takagi et al. [TYW04] have generalized the concept of width-w non-adjacent form to any radix and introduced an -NAF w . It can be shown that such an expansion always exists for any positive integer. In fact, it is trivial to derive an algorithm to compute the -NAF w generalizing the one existing for the NAF w .
Algorithm 1. -NAFw representation
Input: A positive integer k, a radix 2 and a parameter w > 1.
Output: The -NAFw representation (km . . . k0) -NAFw of k.
else ki ← 0
Remarks
• The classical NAF corresponds to the choice = w = 2.
• Takagi et al. [TYW04] proved that this expansion is unique and that it has the smallest Hamming weight among all signed representations for k having digits k i 's such that
It is well-known that the density of the classical NAF w is 1/(w + 1). This result can be generalized to -NAF w , as shown in [TYW04] . See also [HT05] for further results. 
Experiments
In the following, we count the number of elementary operations needed to perform a scalar multiplication on an elliptic curve (with generic or special parameters) defined over a finite field F p of size respectively 160 and 200 bits with various methods. More precisely we investigate
• the double and add, also known as the binary method and denoted by Bin.
• the -NAF w for = 2 and w = 2, 3, 4, and 5.
• the triple and add, also known as the ternary method and denoted by Tern.
• the 3-NAF 2 .
• the sextuple and add method, denoted by Sext. • the 6-NAF 2 .
• the ternary/binary approach [CJLM05] , denoted by Tern./bin.
• the Dual Base Number System (DBNS) as explained in [DIM05] . Note however that we did not try to tune the values of b max and t max , i.e. the biggest possible values for the powers of 2 and 3 in the expansion of k. This would certainly lead to big improvements.
In each case, we give the number #P of precomputations needed to compute [k]P when combined with a left-to-right approach. The density δ of the obtained expansion is also given. The different situations under scrutiny are:
A. Curve: y 2 = x 3 + u(x + 1) 3 defined over a finite field of odd characteristic. Operations:
• tripling map [3] obtained as the composition of 2 isogenies expressed in new Jacobian coordinates • doubling and addition in new Jacobian coordinates B. Curve: y 2 = x 3 + ax + b defined over a finite field of odd characteristic. Operations:
• direct tripling formulas explained in [DIM05] .
• direct [2]P ± Q and [3]P ± Q explained in [CJLM05] whenever it is possible. C. Same curve and same operations as in B. except that the direct tripling formulas come from [CJLM05] .
We assume that the cost of a squaring is 0.8M. This allows us to express the complexity only in terms of inversions and multiplications. All the complexities are obtained in a theoretical way except for the ternary/binary and the DBNS approaches. In these cases, an average over 10 4 exponents has been computed. In each case, we provide the ratio between a multiplication and an inversion so that the complexities of this work and [DIM05] (resp. [CJLM05] ) are equal. Thus, if I/M is bigger than the indicated value, our method will be more efficient. See Tables 1, 2 , 3, and 4 for details.
Conclusion
We have described a family of elliptic curve defined over a prime field of large characteristic for which the multiplication-by-3 map, can be decomposed into the product of 2 isogenies. Explicit formulas indicate that a tripling can be done with 8M + 6S, and even 6M + 6S if the parameter of the curve is suitably chosen. Since 3 plays an major role, we also tested generalizations of the width-w NAF expansion to deal with -adic expansions. We then tested our new tripling algorithm in different situations. When there is no memory constraints, the 3-NAF 2 , 6-NAF 2 , and 3-NAF 3 give excellent results for respectively only 2, 6 and 8 precomputed values and outclass their binary counterparts. Also, this system performs better than those described in [CJLM05] and [DIM05] for most methods (especially the most efficient ones) under very realistic assumptions concerning the ratio I/M (typically I/M is between 4 and 10). For that range of ratio, if we precompute and store two values, the 3-NAF 2 combined with our method on a special curve will give an improvement of 9 to 30% over [DIM05] for both sizes 160 and 200bit. Of course, it would be desirable to extend this work and different directions are of interest. Indeed, the same study should be carried out in characteristic 2 and bigger values of should be investigated, the first candidate being 5. Also, the Dual Base Number System (DBNS) when combined with this new tripling method should give very good results with appropriate settings that need to be found. Also, designing direct formulas for [2]P ± Q and [3]P ± Q in new Jacobian coordinates would lead to further improvements.
